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Abstract 
Face recognition is rapidly becoming one of the most popular biometric au-
thentication methods. Most face recognition systems are focused on extracting 
features and enhancing their verification and identification capabilities. The 
detection of security vulnerabilities of different types of attacks has been given 
attention only in recent years. These attacks can include, but are not limited to: 
Obfuscation Spoofing and morphing; for example, a hacker can masquerade as 
a target to gain access to the biometric system. The application of cosmetics 
can alter the appearance of a face, leading to a decreased characteristic distinc-
tiveness. Facial makeup includes variations in skin tones, the position of eye-
brows and skin complexion. The cosmetic effect on an individual causes the 
face recognition system to falsely identify the person affecting the security of 
the biometric system. Adding a presentation attack detection module to the 
existing biometric system can be the solution to this problem. In this work, a 
CNN-based machine learning approach is adapted to classify the presentation 
attack using texture analysis. The proposed method is to extract the original 
face by removing makeup so that the FR system recognizes the person’s real 
identity, resulting in decreased vulnerability. The false accept rate (FAR) is a 
measure of a biometric system’s resistance to zero-effort attacks and is gener-
ally considered as the system’s performance. 
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1. Introduction 

The biometric system is the security system that recognizes and identifies people 
based on their biological and behavioral characteristics. This biometric authenti-
cation system is used for various applications like the security of computers and 
mobile phones, airports, banks, military bases, biometric attendance, and tracking 
systems. Though biometric systems improve security, like any other system, they 
are vulnerable and prone to threats. 

Face recognition is one of the popular biometric authentication methods. The 
system is said to be vulnerable when it falsely identifies an individual and gives 
them access rights which can lead to the exploitation of information. This vulner-
ability is due to a variety of attacks like spoofing, obfuscation, morphing, and 
makeup. The solution to the spoofing attacks has already been studied in lots of 
papers [1]. 

Presentation attack detection (PAD), also referred to as “anti-spoofing” or 
“Liveness detection,” may be a critical capability to think about when deploying 
face recognition in automated authentication and identification scenarios. Whereas 
face recognition determines if a presented face matches a registered record, PAD 
determines whether the face itself may be authentic or is a copy of the face, from 
a photograph to a video sample on an LCD to a high-resolution 3D mask [1] 
[2]. 

Despite a good deal of progress in face recognition systems, vulnerabilities to 
face spoof attacks are mainly overlooked. The facial spoof attack may be a process 
during which a fraudulent user can subvert or attack a face recognition system by 
masquerading as a registered user and thereby gaining illegitimate access and ad-
vantages. Face spoofing attacks may be a major issue for companies selling face 
biometric-based identity management solutions. It is thus essential to develop ro-
bust, efficient, and compact face anti-spoofing (or liveness detection) methods, 
which are capable of generalizing well to discriminative, class-specific information 
and imaging conditions. 

To achieve this goal, the main focus is on the attack caused by makeup, which 
is the makeup attack. The application of cosmetics on the face to look like other 
people like celebrities can sometimes confuse the biometric system. Makeup can 
cause variation in skin tone, skin complexion, lip color, eye shadows, the position 
of eyebrows, and the overall appearance of the person. This vulnerability due to 
the makeup attack must be addressed to improve the biometric system security. 
The overall flow of paper goes as first have gone through all the survey papers and 
got the limitations on the existing system. Second proposed structure is defined. 
Third, experimental results and evaluation are done. Finally, a comparison is done 
between models [3] [4]. 

The biggest limitations of such a method when applied to real-time biometric 
systems include data breaches, which are critical to ensure interception-free and 
theft-free biometric data. Light & Weather: Facial recognition might not perform 
very efficiently in low-light conditions as well as outdoors. Aging Biometric: Such 
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biometrics, like a photo of the face or fingerprint from a person, may change over 
time, thus affecting recognition accuracy [5] [6]. 

2. Literature Survey 

Several papers and applications on makeup detection and facial makeup removal 
have been studied as a reference for this work. The details that have been inferred 
from those applications and papers are discussed below. 

2.1. Classification of Makeup 

The proposed method uses a feed-forward back-propagation neural network-
based classifier for classification. The classification makes use of features extracted 
using a discrete wavelet transform approach from face samples [7] [8]. The most 
commonly used neural network architecture with the back propagation algorithm 
is the multilayer feed-forward network. This technique is not only computation-
ally less extensive than other techniques but also provides the best results on var-
ious images. The robustness for image variation in rotations, illuminations, etc., 
must be improved. The evaluation of the robustness of the largest data sets is nec-
essary for practical use. 

The vulnerability of a widely used open-source face recognition system (i.e.) 
Arc face, to makeup presentation attacks using makeup-induced face spoofing da-
tasets like MIFS and FRGCv2.The success rate of makeup attacks in the MIFS da-
tasets has an impact on the security of the face recognition system. The warping 
technique is used to simulate improved makeup presentation attacks, which result 
in a higher success rate [9] [10]. The m-PAD technique is used to compare and 
classify the bonafide and makeup images. Provides better performance in all the 
datasets. 

A convolutional neural network is used to distinguish between presentation 
with age-induced facial makeup and without makeup. Proposed presentation at-
tack detection provides a 6.6% Average classification error rate in the AIM (Age-
induced makeup) dataset and 4% in all the datasets. AIM dataset contains 200 + 
video presentations of old-age makeup and original faces each [1]. AIM dataset 
results in a 14% decrease in the median matching scores of recent CNN-based FR 
systems. Overall accuracy is 93% using the AIM dataset [11] [12]. 

2.2. Makeup Exclusion 

The WGAN-GP approach is used to remove the makeup. The dataset collected 
consists of five separate datasets (MIFS, FAM, YMU, VMU, MIW) of a total of 
2600 images of 1300 different people. Each person has two images, one with makeup 
and the other without makeup. CNN model is developed to classify whether the 
person is with makeup or without makeup, and then a generative adversarial net-
work (GAN) model is built to remove the makeup from the image [13] [14]. The 
best accuracy obtained for this model was 80% on training and 79% on testing. 

The aim is to promote the existing verification system to accept or reject the 
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claimed identity of a person with makeup in an image. A makeup robust face ver-
ification framework is proposed based upon a generative adversarial network. The 
proposal synthesizes non-makeup face images from makeup images. Specifically, 
a patch wise contrastive loss is introduced in the generative model to constrict the 
distance between makeup and non-makeup images [10] [15]. 

A bidirectional tunable de-makeup network (BTD-Net) is proposed to remove 
makeup effects. For tractable learning of the makeup process, which is one-to-
many mapping determined by the cosmetics that are applied, a latent variable is 
used which reflects the style of the makeup [16] [17]. This latent variable is ex-
tracted from the de-makeup process and used as a condition of the makeup pro-
cess to constrain the one-to-many mapping to a specific result. The proposed 
BTD-Net surpassed the state-of-the-art techniques in estimating realistic no-makeup 
faces that correspond to the input makeup images. 

3. Proposed Method for Imposture Identification 

The proposed system has two major levels of processing: first classification and 
second removal. In the classification phase, the first image taken as an input may 
consist of noise which should be removed. A Gabor filter is used to remove noise. 
Second, pre-processing is done to extract the features of the image. Finally, based 
on feature, the different convolution neural network hidden layers are used to clas-
sify the categories of makeup and no makeup images. In the removal phase gen-
erative adversarial network is used to generate real images from fake images in a cy-
clic fashion. 

3.1. Process Work Flow of Classification of Makeup 
3.1.1. Data Preparation and Pre-Processing 
Data Pre-processing is one of the important steps in machine learning. Each image 
in the dataset (both makeup and no makeup images) is processed before being 
given as input to the model. The face from the image is detected using the Haar-
cascade algorithm. The detected face is then cropped and saved as an image. By 
doing this, the images that contain no face are eliminated and only the face is ex-
tracted leaving the unwanted information as shown in Figure 7. At first, the input 
images are resized into 256 × 256 and the bilateral filter is applied to remove any 
available noise. The Gabor filter is applied to the image to extract the features. 
This process is shown in Figure 8. The image is then divided into 9 × 9 = 81 blocks. 
Uniform LBP is calculated for each of these blocks. A histogram is computed 
for each block and is then concatenated to form a feature vector, as shown in 
Figure 1.  

Select a filtering technique that is dynamically according to noise characteris-
tics. For instance, bilateral filtering can be used for moderate noise, and more 
sophisticated methods such as deep learning-based de-noising, can be applied 
for high noise levels. While the bilateral filter works well under moderate noise 
circumstances coupled with edge-preserving noise filtering, it may not work in all 
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situations, especially in the case of high density noise. Combining it with adaptive-
nose-specific techniques and training robust models significantly benefits the sys-
tem’s overall performance.  
 

 
Figure 1. Workflow of classification model. 

3.1.2. Step by Step Procedure of the Proposed VGG Architecture 
The proposed deep convolution neural network VGG consists of several layers to 
classify the makeup and on makeup image. 
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The extracted feature is fed to the classifier model, which classifies the given 
input image as makeup or as no makeup. The classifier is built using the VGG archi-
tecture mentioned in Figure 2. This classifier returns a value that ranges from 0 
to 1. Since the sigmoid activation layer is used, the value below 0.75 indicates that 
the image belongs to class 0 which is no makeup and the value above 0.75 indicates 
that the image belongs to class 1 which is makeup. 
 

 
Figure 2. Proposed VGG architecture. 

 
The cutoff of 0.75 for makeup classification is most probably the outcome of 

very thorough studies to reach an optimum between precision and recall, not 
static but to be taken again whenever applying to a dataset of different character-
istics or when the application of the system changes. True Positive Rate (TPR) 
against False Positive Rate (FPR) for different thresholds can be drawn to find the 
most optimal point. The threshold chosen is high like 0.75 to minimize false pos-
itives (non-makeup is considered as makeup). 
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3.2. Process Work Flow for Makeup Elimination 

The proposed makeup removal model uses generative adversarial network which 
works like a cyclic process. Back tracking can be done easier using the reverse 
mechanism. The working of generators and discriminators as follows. 
• Generator A takes makeup images as input and generates the no-makeup im-

ages. 
• Generator B takes the no-makeup images from generator A as input and gen-

erates makeup images.  
• The generated images are then passed to the discriminator models which check 

the plausibility of the images and update the generator models accordingly as 
shown in Figure 3. 

 

 
Figure 3. Workflow of makeup removal model. 
 

Here, only the makeup to no makeup translation is required. Hence, we con-
centrate on generator A. The makeup image is given as an input to this model which 
generates the corresponding no-makeup image. After detecting whether the sub-
ject is wearing makeup or not using the presentation attack classification model, 
this makeup removal model is used to extract the original face. This can prevent 
the vulnerability caused by makeup attacks and improve the security of biometric 
systems. 

3.2.1. Step by Step Procedure of the Proposed pix2pix GAN 
The proposed Pix2pix GAN is based on the conditional generative adversarial net-
work, where a target image is generated. The condition is placed on the given in-
put image. 

The encoder and decoder of the generator are comprised of standardized 
blocks of convolutional, batch normalization, dropout, and activation layers as 
shown in Figure 4. This standardization means that we can develop helper func-
tions to create each block of layers and call it repeatedly to build up the encoder 
and decoder parts of the model. Major limitation of Pix2pix GAN is, it accepts 
only paired images as input for training the model. This problem is solved using 
Cycle GAN. 
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Figure 4. Encoder and Decoder of pix2pix GAN. 

3.2.2. Step by Step Procedure of the Proposed Cycle GAN 
This Cycle GAN is a model is for focusing unpaired images. In this proposed Cycle 
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GAN involves in training of two generator models and two discriminator models. 
The process is given as follows: 

 

 

3.3. Loss Functions to Improve Performance  

Four loss functions have been implemented to improve the performance of the 
model. These loss functions are explained below. 
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3.3.1. Adversarial Loss 
The adversarial loss is calculated based on the probabilities returned by the dis-
criminator network. In the adversarial model, the discriminator network is fed 
with generated images generated by the generated network [18]. 

( )( )
1

log
D G

N
SR LR
Gen

n
l D D Iθ θ

=

= −∑  

Here, ( )G

LRD Iθ  is the generated image and ( )( )D G

LRD D Iθ θ  represents the 
probability that the generated image is a real image. 
• Adversarial loss—In Adversarial loss, the makeup image is given as an input 

to Generator B which generates the no makeup image. The no makeup image 
is given to discriminator B which should discriminate the image as real or fake 
one. 

3.3.2. Identity LOSS 
Loss of identity is added to maintain the tone. It says that if the generator receives 
an image of the target class, it should return the same image.  

( ) ( )andF x x G y y≈ ≈ . 

λ is a term added to define the relative importance of cycle and identity losses, 
compared to the GAN losses. 
• Identity loss—In Identity loss, the no-makeup image is given as an image to 

Generator B which should give the same no-makeup image as the output. 

3.3.3. Cycle Loss 
From left to right: input, cycle consistency loss alone, adversarial loss alone, GAN 
+ forward cycle loss (F(G(x)) ≈ x, labels → photos) GAN + backward cycle loss 
(G(F(y)) ≈ y, photos → labels, Cycle GAN (ours), and ground truth. Both Cycle 
alone and GAN + backward fail to produce images similar to the target domain [19]. 
• Forward cycle loss: In forward cycle loss, the makeup image is given as an input 

to Generator B, which generates the no makeup image. When this no-makeup 
image is given to Generator A, it should generate the same makeup image. The 
Forward cycle loss follows the order 2 -> 3 -> 4 -> 5 as shown in Figure 3. 

• Backward cycle loss: The backward cycle loss is the reverse process of the for-
ward cycle loss. It follows the order 4 -> 5 -> 2 -> 3 as shown in Figure 3. 

3.4. Data Collection 

For imposture identification, the dataset should contain makeup and no makeup 
images. Due to limited dataset available, dataset such as MIFS (Makeup Induced 
Face Spoofing), YMU (YouTube Makeup dataset), VMU (Video Makeup dataset), 
FAM (FAce Makeup), MIW (Makeup In Wild) are combined together. This com-
bined dataset is split into two categories—(i) Makeup and (ii) No makeup images. 
The dataset contains 949 makeup images and 1085 no makeup contains images as 
shown in Figure 5 and Figure 6. 

Biometric features might be related to ethnic groups (facial structures, skin tex-
tures, and iris patterns). The lack of such representation can lead to biased feature 
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extraction. Systems designed for cross-generational applications (healthcare or 
education) tend to have a reduction in reliability if different ages are not consid-
ered. Gender diversity should also be analyzed in conjunction with ethnicity and 
age to alleviate the compounding bias and ensure fair performance for all. Achiev-
ing dataset diversity in terms of ethnicity, age, and gender would be an ethical and 
technical requirement for robustness, fairness, and generalizability in biometric 
models. Well-distributed datasets lead to inclusive, reliable systems deployable in 
global settings. 

3.5. Model Training Step 

1) The batch size is fixed at one image. Since the dataset has 949 makeup images, 
the batches per epoch will be 949, i.e., for one epoch 949 training iterations will be 
done.  

2) A batch of real images and fake images from both domains (makeup and no 
makeup) is generated, and the fake images are updated in the discriminator’s fake 
image pool.  

3) Then, for each iteration, both the generator and discriminator will be trained 
over one batch of samples, and the model will be saved. 

3.6. Model Testing Step 

1) The model from makeup to no makeup is loaded.  
2) The input image is resized and normalized and it will be passed to the loaded 

model.  
3) The model will generate the no-makeup image and plot it. 

4. Experimental Result and Performance Analysis 
4.1. Sample Images from Dataset 

 
Figure 5. Sample makeup images.  

https://doi.org/10.4236/oalib.1112807


R. Logeswari Saranya, K. Umamaheswari 
 

 

DOI: 10.4236/oalib.1112807 12 Open Access Library Journal 
 

 
Figure 6. Sample no makeup images. 

4.2. Data Pre-Processing 

Images are converted into pixel values and stored in an array. Then, normalization 
is applied to speed up the convergence as shown in Figure 7. 
 

 
Figure 7. Pre-processed cropped images from original images. 
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4.3. Feature Extraction in Makeup Classification Model (Figure 8) 

 
Figure 8. Feature extraction using gabor filter. 

4.4. Sample Result of Makeup Elimination from Dataset 

The detected makeup image from the classification model is passed into the makeup 
removal model to get the no makeup image as the output shown in Figure 9. 

 

 
(A) 

 
(B) 

 
(C) 

Figure 9. Makeup to no makeup generation (of each image A, B, and c the first row con-
tains makeup images and the corresponding image after makeup removal is in the second 
row). 
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4.5. Analysis of Evaluation Metric in Makeup Classification Model 

The classification model is used to identify whether the person is wearing makeup 
or not. When an image is passed to this model it outputs a value ranging from 0 
to 1. The performance of the classification model is evaluated in terms of accuracy, 
loss, precision, recall, and f1 score (See Table 1). 
 
Table 1. Evaluation of makeup classification model. 

Evaluation metrics 
Training size = 90% 
Testing size = 10% 

Accuracy (%) 97.48 

Precision (%) 97.44 

Recall (%) 96.59 

F1 score (%) 95.39 

4.6. Comparison of Proposed GAN Models Based on Image Quality 

By training both pix2pix GAN and Cycle GAN and comparing their image quality 
measure them as shown in Table 2 [20] [21]. It has been proved that Cycle GAN 
is more efficient than pix2pix GAN which is visually shown in Figure 10. 

 
Table 2. Comparing the quality measure of gan models. 

GAN models 
SSIM 

(Structural similarity 
index measure) 

FSIM 
(Feature similarity  

index measure) 

FID 
(Frechet inception  

distance) 

Pix2pix 42.86 69.34 19.50 

Cycle 48.70 75.48 39.48 

 

 
Figure 10. Image quality measure difference. 

4.7. Error Analysis for Identifying Common Failure Modes 

Error analysis helps understand the biometric system’s weakness, mainly the 

https://doi.org/10.4236/oalib.1112807


R. Logeswari Saranya, K. Umamaheswari 
 

 

DOI: 10.4236/oalib.1112807 15 Open Access Library Journal 
 

failure modes and their consequences in security consideration. The failure modes 
are identified, and targeted improvements are presented to increase overall per-
formance. 

4.7.1. False Acceptances (False Positives) 
Poor threshold: A low threshold increases the chances of a false positive. Similar 
biometric characteristics exist between individuals (e.g., family members in facial 
recognition). Noise and artifacts simulating genuine features. Highly serious se-
curity risk because of unauthorized users. Primarily critical in access control and 
financial applications. 

4.7.2. False Rejects (False Negatives) 
Biometric data variability (e.g., changes in makeup, lighting, or expressions in fa-
cial recognition). Partial or occluded input (e.g., fingerprint smudges or incom-
plete face scans). Model over fitting to a specific pattern in data. Less direct secu-
rity risk but damages user experience and trust. Might drive users to system cir-
cumvention or insecure alternatives.  

4.7.3. Spoof Type Attacks 
Lack of enough anti-spoofing mechanisms in the system. Reliance on static fea-
tures that are very easily replicated by attackers. A significant risk for security be-
cause unauthorized access would be granted by attackers. 

Performing a detailed error analysis is essential for identifying common failure 
modes in biometric systems and their impact on security. By addressing these is-
sues through targeted mitigations, the system becomes more robust, reliable, and 
secure, ensuring user confidence and operational success. 

5. Conclusions 

Thus, by implementing this method in the existing biometric system, the real 
identity of the person can be identified, even though the person intends to fraud-
ulently access the system by wearing makeup. Thus, the vulnerability caused by 
makeup attacks can be prevented which improves the security of the biometric 
system. The captured image from a live video camera is passed to the makeup 
classification model to identify whether the person is wearing makeup or not. Af-
ter this, the identified makeup image is passed to the makeup removal model to 
extract the bare face. 

To improve this model further, instead of an image dataset, video samples can 
be collected. It will be more appropriate for the biometric system since it captures 
real-time instances. The security of the biometric system can be increased by pre-
venting not only the makeup attack but also other presentation attacks like spoof-
ing and morphing which are more likely. So, a combination of all the attack pre-
vention models can be developed. 
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